Attribute Inference Attacks for Federated Regression Tasks
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Introduction Reconstructing the local model

e In Federated Learning (FL), clients collaborate to learn a

Passive approach for linear least squares
global model 8 which minimizes the empirical risk:

e The adversary knows the trained model structure, the loss function, and the
training algorithm.

min £(0) = ch e He has access to M. but does not interfere with the training process.
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ceC Algorithm 1: Reconstruction of client-¢ local model by a passive adversary for
federated least squares regression
. . y . . ti — ti
where S, is client ¢'s dataset size. Input: the server models 6% (0) = 6::(0) and the local up-
dated models 6% (K) at all the inspected rounds t; € T. =
e No formal privacy guarantees in FL. {t1, 82, tn. }-

_ o _ _ 1. Let O, = [011(0) 622(0) ... < (0)]T € Rrexd
e Clients’ private information can be leaked. 01 (0) — 0t (KNT 1

2: Let Ogyr = € Rnex(d+1)

(0 (0) — 0" (K )T 1
3: (0%)7 < last row of ((02,:06u)10Z,:6in)
4: Return é;‘ as the estimator for client ¢'s local model

Attribute Inference Attacks (AlA)

An adversary leverages public information
{(x£(2),yE(2)),i=1,...,Sc.} and exchanged updates M. to
recover the sensitive attributes s. (7).

By eavesdropping on n. > d message exchanges between client ¢ and the server, the
error of the reconstructed model 67 of Alg. 1 is upper bounded w.p. > 1 — 9 when
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Two existing approaches:

e Gradient-based [1] Select the sensitive attribute values that N
yield virtual gradients closely resembling the client’'s model 0. — 0,
updates, by solving

S.7d+1+1n2d
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. 8L(0t, {(xP (1), sc(3), y? (i)} . where d is the rank of x., o is the noise scale of the stochastic gradient, n. is the
argmax E CosSim PYT ,0° — 0, 01 Oout B
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{se(i))oc, ieT number of messages, A is a lower bound on the eigenvalues of matrix

the training batch size, and E is the number of local epochs.

e Model-based [2] In centralized training, the adversary solves

Active approach
argmin (0, (x£(3), sc(2),y2(2))), Vie {1,...,S5:}

sc(2) Algorithm 2: Reconstruction of client-c local model by an active adversary a

Input: Let 7% be set of rounds during which the adver-
sary attacks client ¢ and 6% be the corresponding malicious

- - model.
I\/l Otlvat I O n S . 0% < latest model received from client ¢

1
2: fort € 7" do

e Reconstruction attacks in FL have not been explored for 3:  a sends the model 6% to client c,
4
5

regression tasks. a waits the updated model from 6. from client ¢,

a computes the pseudo-gradient 2 —0. and updates 8¢ and the corresponding
moment vectors following Adam,

6: Return 67 as the estimator for client c’s local model

e Accuracy of SOTA gradient-based attack for FL drops to
random guess.
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model in federated regression tasks.
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Figure 2: Effect of local dataset
heterogeneity on Income-L.

Figure 3: Effect of local dataset size on
Income-A.
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Methods for approximating optimal local models where
adversaries can either eavesdrop on exchanged messages or
directly interfere with the training process.

Experiments show that our model-based AlAs are better
candidates for empirically quantifying privacy leakage for
federated regression tasks.




