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Introduction Reconstructing the local model

• In Federated Learning (FL), clients collaborate to learn a
global model θ which minimizes the empirical risk:

min
θ∈Rd

L(θ) =
∑
c∈C

pc

 1

Sc

Sc∑
i=1

`(θ,xc(i), yc(i))

 ,

where Sc is client c’s dataset size.

• No formal privacy guarantees in FL.

• Clients’ private information can be leaked.

• Reconstruction attacks in FL have not been explored for
regression tasks.

• Accuracy of SOTA gradient-based attack for FL drops to
random guess.
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Attribute Inference Attacks (AIA)
An adversary leverages public information
{(xpc (i), ypc (i)), i = 1, ..., Sc} and exchanged updates Mc to
recover the sensitive attributes sc(i).

Two existing approaches:

• Gradient-based [1] Select the sensitive attribute values that
yield virtual gradients closely resembling the client’s model
updates, by solving

argmax
{sc(i)}

Sc
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• Model-based [2] In centralized training, the adversary solves

argmin
sc(i)

`(θ, (xpc (i), sc(i), y
p
c (i))), ∀i ∈ {1, ..., Sc}

Motivations

Passive approach for linear least squares

Active approach

Experiments

AIA (%)
Datasets

Income-L Income-A Medical

Passive
Grad 60.36±0.67 54.98±0.29 87.26 ±0.92

Grad-w-O 71.44±0.33 56.10±1.12 91.06 ±0.55
Ours 75.27 ±0.32 55.75 ±0.17 95.90 ±0.04

Active
(10 Rnds)

Grad 60.24 ±0.60 54.98 ±0.29 87.26 ±0.92
Grad-w-O 80.69 ±0.55 56.10 ±1.12 91.06 ±0.55

Ours 82.02 ±0.85 63.53 ±0.73 95.93 ±0.07

Active
(50 Rnds)

Grad 60.24 ±0.60 53.36 ±0.40 87.26 ±0.92
Grad-w-O 80.69 ±0.55 56.12 ±0.12 91.06 ±0.55

Ours 94.31 ±0.11 78.09 ±0.25 96.79 ±0.79

Model-w-O 94.31 ±0.11 78.31 ±0.07 96.79 ±0.79

Figure 1: Effect of client dataset size on different
AIAs.

• The adversary knows the trained model structure, the loss function, and the
training algorithm.

• He has access to Mc but does not interfere with the training process.

Figure 2: Effect of local dataset
heterogeneity on Income-L.

Figure 3: Effect of local dataset size on
Income-A.
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Main Contributions
• An analytical lower bound for model-based AIA accuracy in

the least squares regression problem, motivating the
adversary’s strategy to approximate the client’s optimal local
model in federated regression tasks.

• Methods for approximating optimal local models where
adversaries can either eavesdrop on exchanged messages or
directly interfere with the training process.

• Experiments show that our model-based AIAs are better
candidates for empirically quantifying privacy leakage for
federated regression tasks.

By eavesdropping on nc > d message exchanges between client c and the server, the

error of the reconstructed model θ̂∗c of Alg. 1 is upper bounded w.p. ≥ 1− δ when

η ≤ Sc
2λmax(xTc xc)

and
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 ,

where d is the rank of xc, σ is the noise scale of the stochastic gradient, nc is the

number of messages, λ is a lower bound on the eigenvalues of matrix
ΘToutΘout

nc
, B is

the training batch size, and E is the number of local epochs.


