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Context

e In Federated Learning (FL), clients collaborate to learn a
global model 6 which minimizes the empirical risk:

min L£(60) = YL, D"
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e Honest-but-curious attackers can reconstruct training data
from the updates.

e A malicious server can manipulate model parameters to
Increase data leakage.

Data Reconstruction Attacks
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Theorem: Consider d-dimensional data and FedSGD with full-batch updates with size
n. The expected number of inputs an attacker can recover by isolating individual
samples Is:

1. O(n(d4=D/(@+1)) if samples are drawn uniformly from the unit ball;

2. O(log?~! n) if samples are drawn uniformly from the unit hypercube;
3. O(log(¥=1/2 ) if samples follow a centered Gaussian with covariance I.

Our Method

Two strategies:

¢ Optimization-based [1]: server iteratively optimizes initial
dummy Iinputs to match client updates.

e Analytical [2]: server exploits properties of fully connected
(FC) layers with ReLU activations in the model to invert the
Input.
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Motivations

Clients perform one full-batch

. (1)
gradient update. Wi +

Assumption: if neuron 7 is activated
by the input x; for a given value of
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remains independent of b

e To satisfy the assumption, the server sets large values for b(2) | such that:

(2)
0L (2) (2) EXPp (Zk ) (2) E : (2) 1

pi !

across rounds, sweeping a

e Server fixes a random direction W,El) and varies
hyperplane through the input space.

e Optimization-based attacks do not achieve high-quality
recovery of the inputs for large batches.

e Existing analytical attacks present intrinsic limitations or
require assumptions on clients’ data distribution.

Main Contributions

Upper bound on the accuracy of data reconstruction attacks.

We show how a malicious server can control each data
point’'s contribution to the client’s update.

A perfect reconstruction algorithm for classification tasks,
agnostic to input dimensionality, enabling full-batch recovery.

Our attack fully recovers batches of up to 4096 data points
(both images or tabular records).
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e Final hyperplane positions b1, ..., b, are found through binary search.

e l|terative reconstruction of x1,..., X, ..., Xn.
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Experiments

We tested our attack on ImageNet and HARUS datasets. Our baseline is the Curious
Abandon Honesty (CAH) attack [2].
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Figure 1: Effect of communication rounds
and batch size on ImageNet.
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